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I 15 14 1 2 8 7 12 12 5 5 7 0 8 26 14 10 11 7 10 5 7 16 15 10 9 6 6 12 9 14 11 14 5 13 6 7 2 6
Product Security Policy (Documentation) | | — B N T N R R I S e
Product Security Development Process Standard (Doc) 12 1 1 1 1 1 1 i i i 1 T 1
[Threat analysis result 23 1 1 1 1 1 1 1 1 1 1 T 1 1 1 T 1 1 1 1 1 1
IRisk Assessment result 24 1 1 1 1 1 1 1 1 T 1 1 1 1 1 1 1 1 1
ICorresponding threat selection/countermeasure design 11 1 1 1 1 1 1 1 1 1 1 1
Result of the evaluation of the effectiveness of 2 1 1
countermeasures Implemented
Workaround/warning for the threats accepted in the user 2 1 1
manuals?
Handling the personal data (vital data, action data, etc.) 11 1 1 1 1 1 1 1 1 1 1 1
Secure-coding Rule(s) to apply 1 1
108 (including library, driver) 6 1 1 1 1 [
10SS (open source software) utiized 6 1 1 1 1 [
IProcured 3rd-party components 6 1 1 1 1 [
In-house coding component 4 1 1 1 1
ISecure coding rule conformance test 3 1 1 1
IStatic analysis 12 1 1 1 1 1 1 1 1 1 1 1 1
IUnnecessary port scan 14 1 1 1 1 1 [ 1 1 1 1 1 1 1
IKnown vulnerability check , penetration testing 13 1 1 1 1 1 [ 1 1 1 1 1 1
IFuzzing (zero day) evaluation 12 1 1 1 1 1 1 1 1 1 1 1 1
Applying Security patches to 0S/0SS 8 1 1 1 1 1 1 1 1
[Evaluation of acceptance for procured 3rd-party components | 6 1 [ 1 1 1
Check cloud service level (SLA evaluation) 1 1
nProduct Security Incident Response system (PSIRT) 151 1 1 1 1 1 1 1 1 1 1 1 1 1 1
lIncident response process (documentation) 14 1 1 1 1 1 1 1 1 1 1 1 1 1 1
IVulnerability reporting contact 9 1 1 1 1 1 1 1 1 1
IVulnerability disclosure 1301 1 1 1 1 1 1 1 1 1 1 1 1
Information control, personal information protection law 6 1 1 1 1 1 1
compliance, system to comply with GDPR regulations
IUpdate (repair) function 17 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
IConfiguration scanning function (for automatic update) 3 1 1 1
[Encryption function 19 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
ILog recording function 20 1 1 1 1 1 1 1 [ T 1 1 1 1 1 1 1 1 1 1
IMalfunction detection 7 1 1 1 1 1 1 1
IDegenerating function to terminate connectivity because of 1 1
security maintenance
Easy deleting function of user setting data 7 1 1 1 1 1 1 1
Monitoring the corresponding cloud service level 7 1 1 1 1 1 1 1
of Customer in the services 2 1 1
nIn-house manufacturing management, line-workers, parts and 0

materials control

nODM (manufacturing consignment), line audit 6

Production with all genuin parts? 6

nLaws and regulations complied 4 1
International standard complied 5

nSecurity Certification granted 5

nSecurity maintenance period, guaranteed range of SLA(disclair ~ 2
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« Threat Analysis and Risk Assessments (373#EkH22h 2 IER)

1) Security by Design Metrics supplementary
information if exits
a Product Security Policy (documented) O =Exist, x =No
b Product Security Development Process (documented) O =Exist, x =No
b-1 Threat Analysis (results) O =Exist, X =No
b-2 Risk Assessment (results) O =Exist, X =No
b-3 Selection of threats and design of countermeasures O =Exist, X =No
b-4  Results of evaluation of effectiveness of countermeasure O =Exist, X =No
implemented
C Counter measured Threat List O =Exist, x =No
c-1 Accepted threats O =Exist, x =No
c-2 O =Exist, x =No

Security operation handling manual/warning

5 February 2022

37




IoTH#aE L+ IVT1mBAMNIIADIESR e | 2
I (Step 3) INSTITUTE %= | [ e
1. RSTNEBEOER § P J

TDAH, Z<ZE(FoNniIa
- EIABHREDRN-E Iﬂzk%u =TU71-A NJ>—, TU74 ARL—23>
o YRDFEBHIR - X 17X/ MEEE =TIU771-B tF1U715%5
(PwT57— KN BS54, 79I RAEREE)
« SAST/DAST/)\wFEFE = TU772 i - 4R350
. PSIRT/HF%%’EIa*ExﬁﬁK%‘J = TU74 ARL—3>

ZL IR IEHEELEDNRIER
t:\:lUT'ﬁI_\U/— =TU71-A RS> —

e ZERURUAIUZ K = IU71-B t¥1U51:%5

. SBOM/5’1~‘}$ZI>7I'§—?\> NOYEFTE = TVU71-B tF1U5T(BF

o 1T RTEARIOBAME = IVU74 ARL—23>

o SERRHINT IS = TU75 L&A - EREAE

5 February 2022 38



INSTITUTE of

ToTH#REFI1UTrmE A I\UOZGH;E'E/%O
L (Step 4)

P . .
1. Definition 2. Literature
of Scope | |  Survey
‘ 4. Expert ( ini \
w al
llllllllllllll

2. TFIUT1EmBOFMRICLB FSINEBOLEI- BRI :

faem : JOCARBERRAREDOMETREXAMNIADEESEY]
EFHiE N,

4 TFIVFT1OBEFIRE, [UTRDREHHTF VI U BN 5L

4 HEBEOBZRE, BEEOBEVLMDENZEEZZA.TFIVITS
(EIEINACE YA )

5 February 2022 39



ToTH#REFI1UTrmE A I\UOZGH;E'E/%O
L (Step 4)

INSTITUTE of INFORMATION SECURITY

= BIAMZEHDENDRERICONT :

mEHMFRLD
HERVWORMIBIR CTHOTEH, BENSREOMRILANINRERT 0]
RN B8, FIRINZIHBEOEE(FEE(CR D E DD

liml

= BRI URWCEST . MENFELEUCHZECI-YADRAEE
ZRICEBELEVETRL THECENEE,
Nz FRRI D0 [BHROKRIR A RIZER THD

5 February 2022 40



_IoTHézgrttF+1UTrmEX I\UOZGH;E'E/%O
: (Step 4)

INSTITUTE of INFORMATION SECURITY

3. ANORIBHOBNEER (BEKRT1T)
GQMFEDEFE
mEDE T —AKINICEE I 2mBEOHBIEBR DR TE S L
o [AIZEKITIVNENDHDIN (Goal=mEBEE) .
o ZOHICAZFFMI SN (Question)
o ZOFHM5EEL TRIZESH (Metric)
=ERZFIVIVANURVGHMEEB OB E R IT2TE3FE
GQMFEDAUW
- mEBERICGEEVTVRIFEDRED. mESFIANDEENIZIESNPT

o« AORHBOXANIZIN, FHEORE - EHZRFEICTED
nEEIFZRECTHILT. BRENHEUBIRICENSIENTES

* opnE

* I:%EEE \UOZ(LJ:Dn:F'ﬁﬁo)Aj'\)S%/ tb’a’:ﬂébt%

5 February 2022 41

H

\l

\I




INSTITUTE of INFORMATION SECURITY

JoTHgR ¥ IUTrmE A bUOZ@iE%O
L (Step 4)

YINII7HmO—ZH R GQMEES!

Metric 1 :
. o1 : < HEgE A2
Goal EDCBU IR AR
L) o L] At Metric 3
FEA=BAOMRET KesEORME | V55
BeMAdCCC Q2 : Metric 3 :
I _— : N . || .
EFLITADCQAMIERS | pecsim pigmIan 2 i
Goal QL : o Metric 1 :
) KFREMFZRDOSHZ M- —— "
RTILEHRIRT S 2> NEOBE ? R
Q2 : Mgtric 2 3
IEMOBRIC AT < BIRORA N
B Metric 3 :
R IR IS S

5 February 2022 42



!

IoTHERt+1UT1REX buazw;,-%%- NSTITUTE o e
(Step 4) o [,
GQME&TE : TU71 1-A: 2G-2Q-2M, 1-B: 1G-18Q-20M
Area Goals FEA4E0F Questions () Metrics (f5)
1-A. GlA-1: SEEFE BFENS-EHIN? M) —DEHE

TF17 B HmOM A - (bl
GlA2:&Hm31I947)L  FELEt LFIVTHEEIOERL JOTADEHE
FEURRERTOER 53N ?
DEHTE

1-B. GI1B:HmibEIEPENS. BimitE/ BRI - VA ? sHMESROEHE
TrIVTIcBRUE  BETERT prqymonmiieE ?  ReteE. Wi S8
maDFIFE UIURDDUZ b 4R5E

INFE NG

tFa17RBEARFEEL?  Coding Rule 5
BRIV INIIZI> OS/OSS/9NERFEYVT

N—RI N ? MK, BIFETTDERHE(L
TFIVTARTFICRHETR SEFEEE. SEGLHEHE.
HRE(L ? ER=KIADLSE:
FRERZZRUCKER? 1-YEANBHROES
HEEDBHE

5 February 2022 43



_ ToTH#ZBREF1UTIREAMNIADIRE i
[ (Step 4) INSTITUTE of * __
GQMEYIE : IU7 2 x4k : msEAb9. 1G-9Q-23M
Area Goals Questions ({5ll) Metrics ()
2. GtHF17RHEMOREFE REhHEDICTFT17RE REOFHEFERGHEY —IL& - iR,
EHESR uub‘ﬁnﬁ%éh(b\éb‘ E I iil) = DIOL =i

Secure Coding Rule. Secure Coding Rule®ZEHLETA
BEIRAESs DR (& 2 BAXIDMESS I DRREY AR ST
ERFAUOS/0OSSIdeg  OS/0SStF1U7 /W ERIRMR

#h? HESR
I1—Y(CAERI/FIFE JTAG/UARTF1 #H#EER
gHENTLSH ? AEY —EXHIPRAERR
SREIDR—RONEIZ  ANERFEISR—X>bOTEF1UT(
E=H7? A TIFESR

EBIESLISORY—EZD EELITY |\CD’G:F_‘LUT4 SLAREER
‘E:\'—_'LUT*( Y—EX (3
=aUleh ?

5 February 2022 44



IoTHast+ 1T mBX I\UUZ@?E%O

Ve N\
1. Definition 2. Literature
of Scope
N ZERN

55555

[ 4 INSTITUTE of /
(Ste_p ) =
GQMERTE : TU7 3 x4k : £EZPFI. 2G-7Q-9M
Area Goals Questions ({5l) Metrics ({51)

3.

G3-1:tFIVTAURIER CF17R&EETOTER

WBAYAN FESRTLTIER

AZERVEESE  H? BT 043
AERTEODMOLEE 4R, JOUAEETROMKESR
JOCRGHEBUID ? WA SO IE SRR DFESR
;J\:;‘ME’EWE@W: A EEPWDRE LN ORERR
EEPWDEREEIEED ?
G32 EBHREEDRR EEIATLICEE1IUT EESATLOTF 1T BN
IEEIIHESNTLB ? it
IR AR DS
WLy o TOG=EsE
CSIRTAHIDE

5 February 2022

45



IoTHast+ 1T mBX I\UOZG);E/%.

L (Step 4)

INSTITUTE of

P . .
1. Definition 2. Literature
of Scope | |  Survey
) 4. Expert
i

GQM:YiE : IU7 4 1G-8Q-9M. IU¥5 1G-4Q-4M

Area Goals FEA4E0F Questions () Metrics (f5)
4. G4HEHmICEFIUTUR THiZHYR— EROSToMNERMA EZfRAHI(SOC).
INERTE L UIIZ S DO NEBPY il (Eddh ? PSIRTAA DS
IR IR G 1237 MOt
7 =Fiiis

AAROBHROBE
BNBHREEAT DD ENBHRRELEEE

h? LRI ZSF
[oTHERDLZERNERD EiETRDISUNMERE
LA IHdN ? DEIETEE, J5UR

ERIRNLOMERS. BRE
BEREEI I OEHE

5. GSALmEIFHDIEARHI®
EIBRARAE(CEEHLL e R
Dt

£HEbFT

TEFHBOERG - K7 SRR ERRE:
SECERLTVSN ?  KEZREEOESERD
HEES

5 February 2022

46




5 February 2022

A INSTITUTE of INFORMATION SECURITY

6. IEEFEDRIREL

-

~

47



REEFAEICLDIA NI ADRNRIREL c

L (Step 5)

/A | N S T I T U T E 1. Definition | _, 2. Literature
of Scope Survey

analysis,

FHEOENE RRORRBRFEBL TR BEIRHBTD,

EZZURFEEOBINECDOWVWT, HOTILANIIZZEHWNT

/A@Eﬂ £t*ﬁ§ﬂ£bko
FRIE1 : IoTARIAICLBIRES

FEDE ADEIRE

FREE2 : IoTEEDMHIOHA RS>, EREEHIEREDOEREBIAD
5B 9 21Dy —I)ILELTOBRNE

FREE3 : ThERIoTHEEROTF1)7 ¢ MREE S DAREE
R IRTOIREET . YOI AN IADBINEDN R TER,

5 February 2022

48




IREFEDNRIREE (Step 5) ®

[ A INSTITUTE of INFORMATION SECURITY

FREEL : [oTARIA(CEBIREFEDEADEIRE
B 1IBEFE%z, BRFRORBAFRIOTRCED ANEBIgENZETU> S
YW : ERNICBZRI IO REFO>1TEE 1
I0TRA—RPwITRE 1 3T
FREEEAE
a) BIFORMFEIOTRICFEITIIEBENRNCE
b) IoTHZR(CXT I DHIFEREFEIIIEENRE

USSR a) Mtte GBIFI O AICEARTREL HIHR
HllfGR b) MmttEEFBFISRAEERVERA

faim : BEUEANIAD, IoTHERNYYOFUEDX/MIDIDET,
RERFJEECHII L RSN,
XRIEFRTEIERRCEAZRRKBUE,

5 February 2022 49



IREFEDNRIREE (Step 5) ®

[ A INSTITUTE of INFORMATION SECURITY

FREIE2 @ IOTEEDIREIDHA RSA >, FRELHIE R EDEK
SIRDFFEAEIE T DOV —)LELTOBERNE

XI5 @ loTEF 171 DR, 1 F54 >, SBEEBIEOEKEIR

.|I|n

S
o TNF7TECANIIAEERE B RBIRE 2 LEE T D
ZOFERZE) STDR TR,

« BRFBIRFOKX/NT, FERFBIADROD IV 7 DFFiEest+HD.

HEED/ N\ —t>7—2(F TIT7DOY > TILA NI ZAHEECIT T2 _/IYTICNYF I D3KHR
POEMGLREDLEREZRT , @I IV 7ETVTAD A NI AH2%2 7R .

14 January 2021 50



IREFEDNRIREE (Step 5)

@
A INSTITUTE of INFORMATION SECURITY

FREE2 : BERFBIAOFEZICIET DY -ILELTOBRIE

=il 1 : 4D DFRBIEHFDIREE

&R : BUIANZTMEN0.327 ALT>ME2395. #AFZEAOMTEE RSB/,
REEEBEIoTEF1VTIREIZE

30%

4 [oTRIADEER(1-A)P
S (2) (FERKENTLR
AN

WINEIVF1-BE3 (#
#23EHID/PWDESIE) (C
=28U TV,

RE (IR mARTEROEH
Kbl ZskeHTVD,

20%
10%

X

0%
2

14 January 2021

Corp. Policy &
Development
Process
(Area 1-A)

COMPARISON OF REGULATIONS

Security by Security Security Security Compliance
Design Assurance Production Operation  (Regulation and
(Area 1-B) Assessment (Area 3) (Area 4) Std)
(Area 2) (Area 5)

Telecom Business Act, MiC, JP [29]
CA SB327 [27]
H OR HB2395 [28]

B UK Regulatory proposals for consumer loT security consultation [121]

51



L

IREFEDNRIREE (Step 5) ®

A INSTITUTE of INFORMATION SECURITY

FREE2 : BERFBIAOFEZICIET DY -ILELTOBRIE

M2 : BN—A51 Y EHDIREE
XI5 1 KEINISTIR 8259 &8259A., C2 Con-sensus on IoT Device Security
Baseline Capabilities. ENISAN—X354>, ETSI EN 303 645

4 KED 2 DOBHSTE

THED A=A DBHIK
HBEZTITNEVEEZD,

150%

100%

50%

a FRIMD 2 DIEERD, EX
FADEVHDDON B,
ENISA(Z 581, 4F5(CTY
71-BTZLDELNHS,
ETSIIKEEFEU,

0%

5 February 2022

COMPARISON OF loT SECURITY BASELINE GUIDANCE

Lib, sab s

Corp. Policy &  Securi ty by  Security @ Security @ Securi Compliance
Dev I opment @ Design @ Assurance = Production = Operation (Regulation and
ssssss (A 1-B) Assessment (A 3) (A 4) std)
(Area 1-A) (Area 2) (Area 5)

m ETSI EN 303 645 [125]
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ENISA Baseline Security Recommendation for loT [30]

C2 Consensus on loT Device Security Baseline Capabilities [124]
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